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Source Code Review

Source Code Review by Synack
A long-held tenet of software engineering holds that it’s much costlier 
to address security risks after implementation than during the 
design phase. Reviewing source code for risks earlier in the software 
development life cycle (SDLC) is more vital than ever with the 
acceleration of technological change.

Synack provides static code analysis across a wide variety of 
languages including C++, Python, Java and many more. Our source 
code review can help your organization save on potentially costly 
unaddressed risks and remediate risks in a timely manner.

Product Description 
After an initial scan of up to 1 million lines of code, Synack will analyze 
and compile, document and rate any risk findings and generate a 
clear, actionable report. Synack can launch an additional pentest 
to identify vulnerabilities if needed. Synack will launch a secondary 
scan of the code 30 days after the initial engagement to confirm 
the remediation of any risks. Vulnerabilities found during the pentest 
will also be re-tested. The customer will receive a report and 
spreadsheet of the security risks through the Synack client portal. 
Any vulnerabilities found in the pentest will populate as exploitable 
vulnerabilities in real time.

1M
Lines of code  
in initial scan

1 week
Manual review of risks

30 days
Time before a re-test 

of risks in code

•	 .NET

•	 .NET Core

•	 .NET Framework

•	 ABAP/BSP

•	 ActionScript

•	 Apex

•	 Bicep

•	 C#

•	 C

•	 C++

•	 Classic ASP (with VBScript)

•	 COBOL

•	 ColdFusion

•	 Dart

•	 Docker (Dockerfiles)

•	 Flutter

•	 Go

•	 HCL

•	 HTML

•	 Java (including Android)

•	 JavaScript

•	 JSON

•	 JSP

•	 Kotlin

•	 MXML (Flex)

•	 Objective-C/C++

•	 PHP

•	 PL/SQL

•	 Python

•	 Ruby

•	 Scala

•	 Solidity

•	 Swift

•	 T-SQL

•	 TypeScript

•	 VBScript

•	 Visual Basic (VB.NET)

•	 Visual Basic

•	 XML

•	 YAML

Source Code Languages Synack Tests
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Customer Requirements The customer will provide the following for the static code analysis  
to help Synack complete the engagement:

•	 Goals for source code review engagement 

•	 Source code file with up to 1 million lines of code 

•	 Access to any in-scope dynamic application and  
authentication schemas 

•	 Approval of any assessment timelines

Scoping and Available Packaging 

PRODUCT SKU DESCRIPTION

Source Code Review SYN-ADV-SCR-1 Static code analysis of up to 1 million lines of code

Source Code Review SYN-ADV-SCR-2 Static code analysis of up to 1 million lines of code and a Synack pentest

Synack Engagement Timeline Synack will work with you on a 2-3 week project timeline, goals, analysis, testing 
and an outbrief and analysis.

Kickoff Meeting Analysis and Reporting

Execution Remediation Scan

Engagement goals
Synack hosts a kickoff meeting 
to discuss goals, actions for the 
customer, an engagement plan, 
and next steps. 

Static code analysis and pentest
Synack conducts testing on up to  
1 million lines of code. Executes manual 
review of risks. Launches a dynamic 
pentest if desired.

Launch a secondary scan
Synack will launch a secondary scan 
30 days after the initial one to retest 
remediated portions or code. 

Document risks and 
recommendations 
Synack will document risk findings 
complete with evidence and 
provide recommendations for 
reconfiguration or remediation.


