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SECURE THE ELECTION OVERVIEW

WHY SECURE THE ELECTION

WHAT WE TEST

SYNACK.COM

What you can expect from
a Synack crowdsourced
security test:

Trust: Full control & visibility

Efficiency: 24 hours to
deploy, 24 hours to find severe
vulnerabilities, 24 hours to triage

Quality: >95% signal-to-noise ratio

Coverage: >200 testing hours &
100s of security researchers in a
2-week test

Results: Real-time analytics
on results and asset hardness
relative to peers

Partnership: Force multiplier for
your security teams




HOW CROWDSOURCED SECURITY TESTING WORKS

Synack, government’s most trusted Crowdsourced Security Testing provider, uses a secure platform, vetted crowd of the

top security researchers in the world and technical controls to provide the most effective and efficient testing solution with

the least amount of risk. This approach was born out of our founders’ offensive cyber experience at the NSA and has been

engineered by top Silicon Valley talent.
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Trusted Crowd of Security Secure Platform

® Researchers must
connect through
Synack’s secure gateway

Researchers

5 step vetting process
accepts only 10% of security
researcher applicants: e Synack tracks researcher

1. Application Review activity & movement

2. Behavioral Interview

3. Skill Assessment

4. Trust Assessment
(Background & ID checks)

5. Continuous Monitoring

FVEY & SF-85P cleared

researcher groups are available
for government projects
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F500 Banks & Credit
Card Companies

DoD & Civilian Agencies

1 “Synack’s professionalism and

during this program have provided immense value.”

—SYNACK GOVERNMENT CUSTOMER

Technology
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Managed Testing

e Client scopes digital
assets for testing and
sets rules of engagement

e Synack’s proprietary
scanner conducts
reconnaissance on the
attack surface to increase
the researcher efficiency
24/7 (365 days of the year.)

e Researchers test through
the secure platform

e Researchers report
vulnerabilities through
the platform
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Healthcare

our partnership

Terms & Conditions of the Secure the Election Pro Bono Offer:

Real-time Results

Synack triages

and prioritizes all
vulnerabilities and shares
findings in real time via
the Client Portal

Findings are shared with
clients in real time via the
Client Portal

Synack researchers work
with security teams to
remediate rapidly

eCommerce

This offer is limited to U.S. state governments. Each offeree will be eligible to receive one (1) free Synack Crowdsourced

Vulnerability Discover test and one (1) free Synack Vulnerability Disclosure Program on an online voter registration, voting

mobile application, or remotely-accessible database that is expected to be used in the upcoming 2020 Presidential

election. Any website or database submitted for testing must be approved by Synack. Such approval may be withheld at

Synack’s sole discretion. Each test will be subject to Synack’s standard terms and conditions. Synack reserves the right

to cease or change this offer at any time.
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